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HOSPICE AIDE EDUCATION SERIES                        Module 6:  Hospice Aides & HIPAA 

 

Overview & Objectives 

All healthcare personnel must maintain patient privacy and confidentiality at all times based on the 

Health Insurance Portability and Accountability Act (HIPAA).  The purpose of this module is to help 

hospice aides identify potential violations of HIPAA privacy rules, and be proactive in preventing patient 

information disclosures.  It includes key terms, examples of personal health information (PHI), HIPAA in 

the hospice setting, preventing HIPAA violations, and legal consequences of violating HIPAA privacy 

rules.  It also includes examples of HIPAA violations in the news.  This module contains the following 

learning objectives: 

 Define HIPAA and protected health information (PHI) 

 Identify HIPAA challenges in the workplace 

 Apply preventive measures to the role of hospice aide 

 Examine the legal consequences of HIPAA violations 

 Summarize the responsibilities of the hospice aide and patient confidentiality 

Contents 

 Learning Module 

 Brain Booster:  HIPAA Violation or Not? 

 Test Questions 

 Instructor Answer Key 

 Attendance Sheet 

 Evaluation Form 

 Certificate of Attendance 

 

Module Instructions: 

 

Each module should take approximately one hour. Successful completion requires hospice aides to study 

the self-study section, complete the test, and fill out the evaluation form.  Discussion topics, case 

studies, group exercises, and module extras are used to supplement learning.  A passing grade of 70% is 

required on the test.  The completed sign-in sheet, test, evaluation form, and certificate of attendance 

should be kept on file for auditing and compliance purposes.  A copy of the completed certificate of 

attendance should be given to the aide for their own records.  
 

Copies are permitted within the physical location of each organization purchasing modules 
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Module 6:  Hospice Aides & HIPAA 

Introduction 

It is the legal and moral responsibility of all 

healthcare workers to protect patient 

information.  Patient confidentiality is part of 

your job every day with all patients. Hospice 

policies and federal regulations are in place to 

protect patient’s right to privacy, and serious 

consequences can result when these laws are 

not upheld.  Everyone has the right to know 

that his or her information is not going to be 

released or disclosed to just anyone.   

                 

The Health Insurance Portability and 

Accountability Act (HIPAA) was signed into law 

on August 21, 1996, by President Bill Clinton.  

The main purposes were health insurance 

reform, to ensure that individuals could 

maintain their health insurance when they 

changed or lost their job, and to protect the 

security of an individual’s confidential health 

information.  It is a federal law that governs the 

use, transfer, and disclosure of identifiable 

health information, which is also called 

“protected health information” or PHI.  All 

healthcare organizations had to be in 

compliance with HIPAA laws by April of 2004. 

Key Terms 

Privacy:  A patient’s right to choose who may 

know about their protected health information. 

Confidentiality:   An ethical principle; the legal 

right to limit the sharing of information. 

Covered Entities:  Healthcare organizations that 

must comply with HIPAA laws.  Examples of 

covered entities are:  

 Hospitals 

 Insurance companies 

 Pharmacies 

 Doctor’s offices 

 Nursing homes 

 Healthcare clearinghouses 

 Hospices 

 Providers who transmit health 

information electronically   

All people who work for covered entities (i.e. 

physicians, nurses, nurse’s aides, social workers, 

pharmacists, volunteers, administrative staff, 

etc.) are required to comply with HIPAA laws.  

Agencies or individuals who contract with 

covered entities are also required to protect 

patient information (i.e. medical equipment 

companies, home health agencies, other 

contractors).    

Protected Health Information (PHI):  All 

information about a patient’s past, present, or 

future health condition; information that 

identifies a patient. 

 Examples of Protected Health Information  

The HIPAA Privacy Rule prohibits the use and 

disclosure of patient information without the 

written consent from the patient or their legally 

authorized representative.  Below is a list of 

identifiers that are considered PHI and must be 
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protected whether the individual is living or 

dead: 

 Names, addresses, zip codes  

 Dates (birth, admission, discharge, 

death) 

 Phone/Fax numbers/Email addresses 

 Social security numbers 

 Medical record numbers 

 Health plan beneficiary information 

 Account numbers 

 A patient’s past, present, or future 

health diagnosis 

 A patient’s condition or treatment 

 A patient’s insurance or payment 

information 

 Paper and electronic records 

 Unnecessary conversations about a 

patient’s PHI 

There are exceptions to sharing PHI without the 

patient’s written consent.  A covered entity may 

release PHI to a public health authority that is 

legally authorized to collect information.  This 

would be for the purpose of controlling disease, 

injury, or disability when it involves public 

health.  For example, the Centers for Disease 

Control (CDC) can obtain PHI if a serious 

infection poses a threat to public health.  

County health departments can obtain 

information on patients with active tuberculosis 

to protect the public.  Other exceptions include 

emergency personnel, mandatory reporting of 

abuse or neglect, law enforcement officials, and 

authorities in the court system.  

               

The HIPAA Privacy Rule requires that covered 

entities must notify individuals of their privacy 

rights and how their PHI will be used or 

disclosed.  All patients must be provided with a 

written copy of the organization’s “Notice of 

Privacy” which explains the patient’s right to 

restrict the release of information.  It also 

requires that healthcare organizations allow 

patients or their legal representatives access to 

their own medical records.   

HIPAA in the Hospice Setting 

Given the necessity of communicating about 

patients with other healthcare workers both in 

and outside an organization, protecting a 

patient’s information can sometimes be 

challenging.  Common situations include the 

following: 

 Discussing patients with other staff 

members where it can be overheard 

 Discussing patient information in a 

residential setting where it can be 

overheard 

 Talking on the phone about patients 

where it can be overheard 

 Protecting written or electronic 

information that can be accessed or 

seen by others (i.e. computers, laptops, 

patient charts, copiers, fax machines) 

 Sending patient information via fax or 

email 

 Disposing of used medication 

containers labeled with patient 

identifiers 

 Proper disposal of documents 

containing patient information and 

identifiers 

 Keeping patient information on a “need 

to know” basis 
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Preventing HIPAA Violations 

As with all other healthcare providers, there are 

many steps hospice aides can take to prevent 

disclosure of patient information.   

 Be aware of who is around you when 

you work (be on the lookout for 

suspicious babies and dogs)                     

                   

 When talking on the phone, go to a 

private area and keep patient 

identifiers to a minimum 

 Never use the “speaker” option when 

discussing patients on the phone 

 Never leave messages about the 

patient on the answering machine 

 Avoid talking on the phone about the 

patient when unauthorized friends or 

family members are within earshot 

 Avoid talking with others who do not 

need to know about the patient 

 Avoid talking about patients in public 

areas (elevators, hallways, public 

transportation, social events, 

restaurants, restrooms)  

 When discussing patients with other 

team members or staff, make sure to 

keep your voice low and discuss only 

information that is necessary  

 Take special care when transporting 

records in your car (some hospices 

require records to be kept in a locked 

container in vehicles during transport) 

 Keep papers, reports, computer disks, 

flash drives, and other data in a secure 

place 

 Do not leave patient information lying 

around (house, car, or office) for others 

to see 

 Dispose of paper documentation by 

shredding it – do not throw out in the 

regular trash 

 If you use a laptop, keep it with you at 

all times (do not leave it in the car or 

trunk) 

 Only authorized personnel are allowed 

to access patient information on the 

computer (if a patient is not yours, you 

are not authorized to access his or her 

information) 

 All electronic records should be 

encrypted including emails sent within 

the medical software system 

 Internet email that is not encrypted 

should not contain patient information 

 Log off after using your laptop and 

NEVER give your username or 

password to anyone. 

 Double check numbers when faxing 

patient information 

 Retrieve patient documents from fax 

machines and copiers as quickly as 

possible 

 Patient records are to be used only for 

documentation of patient status or 

changes in the care plan 

 Do not disclose any information about 

the patient to family members unless 

the patient or legal representative 

authorizes it in writing 

 Know your organization’s policies on 

protecting patient privacy 

 When in doubt about privacy issues, 

consult with supervisor, nurse case 

manager, or compliance officer 
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Patient Tips for Disposal of Used 

Medication Bottles: 

1) Use a permanent black marker over 

name, address, date of birth, or other 

identifiers on container 

2) Cover medication label with a sticker 

large enough to cover patient 

identifiers 

3) Remove label entirely by peeling off;     

if does not peel easily, soak container  

in hot water, peel with a knife (be 

careful!) and tear label into strips or 

pieces before throwing out 

4) Some hospitals and pharmacies accept 

old medication containers to dispose  

of properly or recycle 

As healthcare workers and consumers, we have 

all witnessed situations in which patient’s rights 

have been violated without intentional harm.  

There are some situations that seem to violate 

HIPAA rules but do not: 

 HIPAA does not prohibit medical offices 

from keeping a sign in sheet at the 

front desk where names of patients or 

visitors can be seen 

 HIPAA does not prohibit calling a 

patient’s name in a waiting room 

 HIPAA does not prohibit conversations 

about a patient in a semi-private room 

 HIPAA does not prohibit displaying the 

name of the patient next to their door 

 HIPAA does not prohibit the display of 

signs such as “fall risk” or “seizure 

precautions” above the patient’s bed 

or next to their door 

In spite of the points above, hospice aides 

should make every effort to make sure the 

patient’s privacy is protected within the 

framework of their own work setting. 

Penalties for HIPAA Violations 

There are different penalties when it comes to 

HIPAA violations.  The majority of HIPAA 

violations are not intentional or malicious.  

Most prosecuted cases of HIPAA violations are 

the result negligence or for personal gain.   

HIPAA violations are referred to the 

Department of Justice (DOJ) for criminal cases 

and the Office of Civil Rights (OCR) for civil 

cases.  Note the difference between criminal 

and civil actions in the box below.  

 

 

   

 

 

 

The punishment (or sanctions) for HIPAA 

violators in criminal cases depend on the 

seriousness of the offense in which a person 

knowingly violates HIPAA laws: 

Simple violation:  A fine of up to $50,000 

and/or up to a year in prison. 

Violation committed under false pretenses:  A 

fine of up to $100,000 and/or up to five years in 

prison. 

Violation committed with intent to sell, 

transfer, or use of identifiable information for 

commercial advantage, personal gain, or 

malicious harm:  A fine of up to $250,000 

and/or up to ten years in prison.   

The first criminally prosecuted case of a HIPAA 

violator in the United States took place in in 

Seattle, Washington, in 2004:    

Civil cases are brought by private 

individuals or corporations seeking to 

collect money.  The covered entity or 

business associate must pay fines for 

violating HIPAA.   

Criminal cases are brought by local, 

state, or the federal government in 

response to a suspected violation and 

seeks a fine, a jail sentence, or both. 
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A phlebotomist in a Seattle cancer care clinic 

took a patient’s information from his health 

record and used it to fraudulently obtain four 

credit cards, charging over $9000 to a patient 

with cancer.   The phlebotomist purchased 

various items including video games, home 

improvement supplies, apparel, gasoline, and 

jewelry.  The phlebotomist was charged with the 

intent to use the patient’s information for 

personal gain, pled guilty, and received 16 

months in prison.  He was ordered to make 

restitution to the credit card companies and to 

the victim of his identify theft.  (McQuarrie, 2007) 

In civil proceedings, when a person or 

corporation seeks money damages from a 

HIPAA violator (a covered entity or business 

associate must pay a fine), a summary of the 

penalties are as follows: 

HIPAA 
Violation 

Minimum 
Penalty 

Maximum 
Penalty Yearly 

Covered entity 
or business 
associate did not 
know about 
violation 

$100 - $50,000 
for each 
violation 

$1.5 million  

Reasonable 
cause, not willful 
neglect 

$1,000 - $50,000 
for each 
violation 

$1.5 million 

Willful neglect 
corrected within 
30 days 

$10,000 - 
$50,000 for each 
violation 

$1.5 million 

Willful neglect 
not corrected 

$50,000 for each 
violation 

$1.5 million 

 

Whether civil or criminal, hospice aides and all 

healthcare workers should have some 

knowledge of the consequences of violating 

HIPAA laws.  The effect it can have on an 

individual’s life and career can be catastrophic. 

Notification by Covered Entities 

If a patient’s health information in hospice, for 

example, has been released accidentally (i.e. a 

faxed report went to the wrong place), the 

hospice must notify the patient following 

discovery of the breach within 60 days.  A 

written notice must be sent by first-class mail 

(or email if the patient has agreed to it) 

containing the following information: 

 A brief description of the breach 

 A description of the types of 

information that were involved in the 

breach 

 Steps the patient should take to protect 

themselves from potential harm 

 A description of what the hospice is 

going to do to investigate the breach, 

manage the harm, and prevent further 

breaches 

 Contact information for the hospice 

If a hospice laptop containing the unencrypted 

health information (encryption is considered 

safe from breach notification requirements) of 

more than 500 patients is stolen, the penalty is 

much stiffer.  The hospice must not only 

provide the same information required for the 

individual notice, but it must send out a press 

release to the media within 60 days.  

Additionally, the hospice must notify the 

Secretary at the Department of Health and 

Human Resources (HHS) for breaches affecting 

more than 500 patients.  If breaches affect less 

than 500 patients, the hospice must report 

them to the HHS on an annual basis. 

Summary 

There are many stories in the news about cases 

in which healthcare workers were prosecuted 

for HIPAA violations.  In a 2014 search online, a 

sample of stories that came up are listed below: 

1. The Rite Aid Corporation agreed to a $1 

million settlement after it was 
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discovered that they were disposing 

prescriptions and labeled pill bottles in 

industrial trash containers with public 

access.   

2. A California, six-hospital health system 

case where two unencrypted laptops 

were stolen by a transient person and 

729,000 patients had to be notified of 

the breach. 

3. An Arkansas LPN was sentenced to two 

years of probation and 100 hours of 

community service for accessing a 

patient’s health information and giving 

it to her husband who was going to use 

it against the patient in a court 

proceeding. 

4. An Indiana man was awarded $1.44 

million by Walgreen’s for a pharmacist 

who shared the customer’s prescription 

history with an unauthorized person.   

5. A former nurse’s aide in Virginia was 

sentenced to 81 months in prison for 

using a patient’s personal information 

to submit fraudulent federal tax returns 

with the IRS. 

As you can see, protecting patient information 

is serious business.  Hospice aides must be 

vigilant about patient confidentiality by taking 

proactive steps to prevent disclosure.  

 If an unauthorized family member or friend 

asks you about the patient’s condition, simply 

say you are not allowed to discuss it due to 

HIPAA laws and recommend that they follow up 

with the patient or the patient’s legal 

representative.  If you find yourself in a sticky 

situation (i.e. PHI has been disclosed 

unintentionally), report it to you supervisor 

immediately.  Under no circumstances are you 

allowed to discuss the patient’s status with 

anyone who is not authorized.  Ask team 

members how they approach similar situations, 

and remember how you would feel if your 

health information or personal identity was 

revealed without your permission.    
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 Brain Booster:  HIPAA Violation or Not? 

Instructions:  In the blank box in the left column write “Yes” or “No” to the questions at the end 

of each situation.  As a group discuss why or why not. 

 1.  The hospice aide is providing personal care for her patient in a semi-private 
room of a nursing facility when she overhears the nurse talking to the patient 
in the adjacent bed about his lab results and recent x-rays even though the 
curtain was pulled around for privacy.  Can the nurse discuss the patient’s 
test results in this setting? 

 2.  A pastor from the patient’s church is visiting when the hospice aide arrives 
to perform her assigned duties.  He asks you how the patient is doing so that 
he can coordinate a prayer service in the patient’s name.   Since you know 
the patient can you give the pastor the information he requests?   

 3.  A hospice aide’s friend is also a hospice aide in the same organization, but 
she is on another team.  If the hospice aide is frustrated with one of her 
patients can she talk with her friend about the patient? 

 4.  The hospice aide is assigned to care for the grandmother of one of her 
neighbors who is in the inpatient hospice unit.  Another neighbor calls the 
hospice aide at home to ask if she is allowed to bring the grandmother some 
of her favorite foods, but the hospice aide knows the patient is no longer 
eating.  Is the hospice aide allowed to tell the other neighbor that the patient 
is no longer eating and will not need food brought in?    

 5.  At the hospice inpatient care center the hospice aide notices that the 
patient’s last name is written on the white board in the patient’s room.  Is 
this a breach of HIPAA privacy rules? 

 6. In an area of a hospice where nursing staff does their charting, the hospice 
aide overhears a nurse talking loudly with a patient’s spouse on the phone 
about the patient’s condition.  Is this a violation of HIPAA privacy rules?    

 7. The hospice aide has so many supplies to bring in to the patient’s home that 
he leaves his work laptop in his car.  Is this a HIPAA violation?  

 8.  The hospice aide arrives at a newly assigned patient’s home where the 
cousin is the only family member present.  The cousin states that he is the 
patient’s legal representative and the hospice aide can talk to him about the 
patient’s condition.  The hospice aide’s first thought is that the patient’s wife 
(who is not present) is the patient’s legal representative, but she takes the 
cousin at his word and talks about the patient’s status.  Is this a violation of 
HIPAA privacy rules? 

 9. Two hospice aides who are assigned to the same patient are talking about 
the patient in a parking lot.  Is this a HIPAA violation? 

 10. A hospice aide who is filling in for another hospice aide accesses the patient’s 
information on her work laptop.  Is this a violation of HIPAA privacy rules? 
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TEST QUESTIONS                                                     Module 6:  Hospice Aides & HIPAA 

NAME__________________________________   DATE____________   TEAM_______________  

 

1. The Health Insurance Portability and Accountability Act (HIPAA) was signed into law in: 

a.  1873  c.  2009 

b. 1996  d.  2014 

 

2. Which of the following is a HIPAA violation? 

a. Accessing patient information on the computer    c.  Discussing a patient on the phone 

b. Discussing patients in team meetings   d.  Sending an email with patient PHI 

 

3.  It is a HIPAA violation to disclose patient information to the health department when the patient has 

active tuberculosis and refuses treatment. 

a. True 

b. False 

 

4.  A patient’s spouse is always his or her legal representative. 

a. True 

b. False 

  

5.  Which of the following HIPAA violations can result in up to 10 years in prison? 

a. Faxing patient information to the wrong number c.  Selling patient information 

b. Disclosing patient information to a friend    d.  Leaving laptop in trunk of car 

 

6. To protect patient information, electronic health information must be ___________________________. 

 

7. Steps that can be taken to prevent HIPAA violations include all of the following except: 

a. Shredding unnecessary documents   c.  Talking in private places about the patient   

b. Leaving test results on voice mail  d.  Avoiding the use of speaker phone 

 

8.  A HIPAA violator convicted of willful neglect without correction can be fined $50,000 per violation. 

a. True 

b. False 

 

9.  A hospice aide is allowed to tell a patient how to dispose of medicine containers to prevent identity theft. 

a. True 

b. False 

 

10.  Hospice aides who are involved in serious HIPAA violations can: 

a. Go to prison 

b. Be fined thousands of dollars 

c. Lose their job 

d. Be held liable in criminal and civil proceedings 

e. All of the above 
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Instructor Key – Test Answers                              Module 6:  Hospice Aides & HIPAA 

1.  B – 1996 by President Bill Clinton 

 

2.  D – Sending an internet email with any patient identifiers is a HIPAA violation. 

 

3. B – False.  For the protection of the public, information about a patient with active tuberculosis 

is allowed to be disclosed to the proper authorities without the patient’s written permission. 

 

4. B - False.  Usually, but not always if the spouse cannot perform duties of legal representative. 

 

5. C – Selling patient information for profit. 

 

6. Encrypted.   

 

7. B – Unless the patient has authorized it, patient information should never be left on voice mail. 

 

8. A – True.   

 

9. A – True.   

 

10. E – All of the answers can result from a serious HIPAA violation. 

 

Brain Booster:  HIPAA Violation or Not?   

1 2 3 4 5 6 7 8 9 10 

Yes No No No No No – 
Spouse 
may be 
hard of 
hearing 

No – Not a 
violation to 
leave laptop 
in car but not 
recommended 

Yes No – But 
should be 
aware of 
others in 
parking lot 

No 
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ATTENDANCE SHEET                                             MODULE 6:  Hospice Aides & HIPAA 

DATE:            LOCATION: 

PRINTED NAME SIGNATURE 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 
 

 

 

INSTRUCTOR:  ____________________________________________   DATE_______________________ 
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HOSPICE AIDE EDUCATION SERIES   EVALUATION FORM 

Module 6:  Hospice Aides & HIPAA 

 

Instructor: 

Date: 
                   Strongly                                        Strongly 

                    Agree        Agree         Neutral      Disagree     Disagree      

CONTENT:        

1. Module was relevant to hospice aide practice  ⃝ ⃝ ⃝ ⃝ ⃝ 

2. Information was current and up-to-date   ⃝ ⃝ ⃝ ⃝ ⃝ 

3. Information was well-organized    ⃝ ⃝ ⃝ ⃝ ⃝ 

4. Information was easy to understand   ⃝ ⃝ ⃝ ⃝ ⃝ 

5. Time spent to complete module was appropriate ⃝ ⃝ ⃝ ⃝ ⃝  

 

INSTRUCTOR: 

1. Gave clear instructions to complete module  ⃝ ⃝ ⃝ ⃝ ⃝ 

2. Used teaching methods appropriate for hospice aides ⃝ ⃝ ⃝ ⃝ ⃝ 

3. Was knowledgeable of the subject matter  ⃝ ⃝ ⃝ ⃝ ⃝ 

4. Was engaged in the participants learning  ⃝ ⃝ ⃝ ⃝ ⃝  

5. Related content to practical situations in hospice ⃝ ⃝ ⃝ ⃝ ⃝ 

 

OUTCOMES: 

 

1.  Did you gain new knowledge or skills related to this module? 

 

2.  How will you apply what you learned in this module to your work? 

 

COMMENTS: 

 

1.  What did you like best about the module/presentation? 

 

2.  What changes would you make in the module/presentation? 

 

3.  What other hospice aide topics are you interested in? 

 

 

 
THANK YOU FOR COMPLETING THIS EVALUATION.  YOUR FEEDBACK IS HIGHLY VALUED! 
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